At Barbon, Let Alliance, HomeLet and Rentshield Direct we strive to deliver outstanding products and
customer service. We value your business and therefore recognise that privacy is an important issue.
As part of our dedication to being transparent we have developed this Privacy Notice to explain what
data we collect and how we manage your data.
This Privacy Notice is relevant to anyone who uses our services including tenants and prospective
tenants we reference, landlords, referees, agents, policyholders or prospective policyholders.
This Privacy Notice provides details of the personal data we collect from you, what we do with it, how
you might access it and who it might be shared with.

Our Contact Information and Data Protection Officer
Barbon Insurance Group Limited is a subsidiary of PIB Group Limited
Our Data Protection Officer can be contacted directly here:
Data Protection Officer
PIB Group Limited
1 Minster Court
Mincing Lane
London, EC3R 7AA
dpo@pib-insurance.com
0330 058 9700

What we do with your personal data
We process your personal data as a data controller only for the purpose for which it is collected. As
the data controller we will not collect any information from you that we do not need for the purpose of
fulfilling our services. There may be additional data controllers who have access to your data such as
credit reference agencies, tenant services providers and your letting agent.
If you use our services or request information, we collect your personal data for use by Barbon
Insurance Group Limited and other subsidiary companies of PIB Group Limited. We use this personal
data for the provision of information and services or the performance of the contract.
We may use your personal data for other similar purposes, including marketing and communications,
but that will only occur if we have your consent or where, as a current or previous user of our
services, we rely on a legitimate interest justification for doing so. You have a right at any time to stop
us from contacting you for marketing purposes. Please contact us to do so - see above.
We may use your information to help develop our products and improve our services to you as a
customer because it is in your interest and our legitimate interest to provide efficient services. This
may include asking you for feedback on the service we provide you.
The way referencing and insurance works means that, If you have a contractual or service
relationship with us, your information may be shared with, and used by, a number of third parties in
the referencing, insurance or risk sector; for example, insurers, reinsurers, agents, brokers, loss
adjusters, sub-contractors, specific service providers, claim management companies, credit reference

agencies, providers of legal services, recovery agents, payment gateways, finance providers,
regulators, law enforcement agencies, fraud and crime prevention and detection agencies and
compulsory insurance databases. We will only disclose your personal information in connection with
the contract or service that we provide and to the extent required or permitted by law.
Your data will be held securely in the UK and the EEA. Any other data processing outside of these
geographical areas will be undertaken only in locations that are covered by UK data protection
adequacy regulations or where UK GDPR compliant appropriate safeguards are in place.
It you are taking insurance from us, more detailed information specifically on how the insurance
market works and transfers data, is available from the London Insurance Market Core Uses
Information Notice available at https://www.pibgroup.co.uk/core-uses
The personal information we have collected from you may be shared with fraud prevention agencies
who will use it to prevent fraud and money-laundering and to verify your identity. If fraud is detected,
you could be refused certain services, finance, or employment.

What personal data do we collect?
The personal data we collect depends on whether you just visit our website or use our services. If you
visit our website, you do not need to provide us with any personal data. However, your browser
transmits some data automatically, such as the date and time of your visit, your browser type, your
operating system, the last web page you visited and your IP address. Our Cookie policy is on our
website.
If you use our services, personal data is required to fulfil the requirements of a contractual or service
relationship, which may exist between you and our organisation. We will also grant access to relevant
personal data to our staff for example to provide training and staff development. This is on the basis
that this is in both our mutual legitimate interests to improve our services and your customer
experience. However, we will ensure this is in a secure environment.
In addition, special categories of personal data such as data about your health and criminal
convictions may be collected and processed on a consent or public interest basis if this is necessary
for referencing or insurance purposes.
If you provide us with personal data about other people, for example; family members you wish to add
to a policy or contract, we expect you to ensure that they know you are doing so, and they are content
with their information being provided to us.
If you use the chat function on any of our websites, your discussion will be captured by our third-party
web chat provider, and retained by them for a short period of time and by us, as necessary.
We may record or monitor calls for training purposes, to improve the quality of our service and to
prevent and detect fraud. We may also use CCTV recording equipment in and around our premises.
The type of data we collect and specific use of this data is outlined below dependent on the services
we are providing to you. This is not an exhaustive list:

Tenant Referencing
If we are carrying out a reference for you the personal data we will collect will include your name,
current, previous and prospective addresses, date of birth, contact details including telephone number
and email address, employment details and information relating to your financial circumstances

including your credit file and banking transactions. Your credit file includes details of your financial
history, any judgments or insolvency-related events registered against you, whether you are on the
electoral register, your address history, your financial associates, and details of other organisations
which have searched your credit file. We use this information to complete an affordability assessment
as part of our tenant referencing process. A tenant assessment and its data may be used by us when
we provide your landlord or agent, insurance for their property or rental.

Insurance Services
The provision of your personal data is necessary for us to provide quotations and administer your
insurance policy and will form the basis of the insurance contract. To give you access to more
products and services, insurance quotes and contracts may be provided by other subsidiary
companies of PIB Group Limited. The personal information we will collect includes name, address
and contact details including telephone number, email address and date of birth. We may need to
collect some sensitive data from you such as criminal convictions and credit history in order for the
insurers to assess the risk, provide accurate cover and premiums and to meet the obligations set out
in the contract of insurance.

Letting Agent Services
If you hold an agency with Let Alliance or Barbon and access any of our products and services, we
may collect information relating to your business and employees including names, addresses,
business telephone numbers and business email addresses.

Tenant Services
The tenant services we offer you will include, but may not be limited to, media services (broadband,
TV and phone), removals and utility providers. If we provide Tenant Services to you, by way of
referring you to a supplier we will collect your information on the basis of your consent. If we provide
Tenant Services to you, by way of completing a sales process with you, we will collect your
information on the basis of contractual relationships. The personal data we collect will include name,
address, date of birth, telephone number and email address. We’ll never collect special category data
about you without your explicit consent. We will monitor the tenant services providers we refer you to,
to understand take-up of services and suitability.

Information we collect from third parties
We may also collect information about you from third parties that are lawfully entitled to share your
data with us. This may include your letting agent and any credit referencing agencies where you have
provided us with your consent to complete a reference on you.

How do we look after personal data?
We only collect personal data that is required for the purposes of providing our service, as described
above. We restrict, secure and control all of the data we hold, against unauthorised access, damage,
loss or destruction; whether physical or electronic. We retain personal data only for as long as is
necessary to perform the functions above and to respond to your requests, or longer if required by

law, or if we need to retain the data to perform a contract. In practice this means that we retain data
for 6 years after the end of a service. This allows us to retain accurate records of transactions and
allows these records to be used in any potential legal claims or complaints from any party in the
contract.
If we retain your personal data for historical or statistical purposes, we will ensure that the personal
data is anonymised and cannot be used for any other purpose. Whilst in our possession, together
with your assistance, we try to maintain the accuracy of your personal data.

How can you access your personal data?
You have the right to request access to any of your personal data we may hold. If any of that
information is incorrect, you can request that we change it. If we are not using your information
correctly, you can request that we stop using it or that we delete it completely.
Some of our platforms may provide automatic quotes and decisions. In these cases, you always have
the ability to contact our customer services team or Data Protection Officer (details above) to request
a review of a decision.
If you would like to make a request to see what personal data of yours we hold, you may make
a request to our Data Protection Officer using the details above.
Where we have asked for your consent to use your personal data, you have the right to withdraw that
consent at any time. If you withdraw your consent, we will stop using your personal data where legally
possible. Any processing undertaken before your withdrawal remains valid and lawful.

Changes to our Privacy Notice
We keep our privacy notice under regular review, and we will place any updates on our web site. This
privacy notice is version 1.01

Our Supervisory Authority
You have the right to lodge a complaint with the Information Commissioner's Office (ICO), contact
details below:
Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow
Cheshire SK9 5AF
Tel: 0303 123 1113
Web: https://ico.org.uk/
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